
We are a digitalized culture. And there’s hacking going on every single day. There is 
not a company, there is not a major organization, there is not a financial institution, 
there is not a branch of our government where somebody is not going to be fishing 
for something or trying to penetrate or put in a virus or malware.
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In the Science of the Deal, Visibility is Critical; 
Blindness is Dangerous

Ares Mgmt &
Neiman Marcus

TripAdvisor &
Viator

Telstra &
Pacnet

Verizon &
Yahoo!

2013 2014 2015 2016

$6 Billion $200 Million $700 Million $4.5 Billion

While Ares Management 
was negotiating its $6 
billion acquisition of 
Neiman Marcus, cyber-
attackers compromised 
Neiman Marcus’s payment 
security system and 
obtained credit card data 
for almost 400,000 
customers. To date, 
Neiman Marcus has 
incurred breach-related 
expenses in excess of $16 
million and continues to 
fend off related class 
action litigation. 

After TripAdvisor 
purchased Viator, a 
tour-booking company, for 
$200 million, 
a pre-deal breach of 1.4 
million Viator users 
became public. In addition 
to the direct costs of 
remediation, the one-two 
combo of the acquisition 
and breach was consid-
ered largely responsible 
for a 4% decline in 
TripAdvisor’s stock price.

Telstra acquired Pacnet, 
an Asian telecom provider, 
for $700 million, two 
weeks after Pacnet was 
attacked by cyber thieves. 
Telstra didn’t learn about 
the breach until after the 
deal was closed.

Shortly after announce-
ment of Verizon’s 
acquisition of Yahoo!, 
Yahoo! disclosed that, in 
2014, 500 million of its 
customer accounts had 
been hacked. Three 
months later, Yahoo! 
announced that informa-
tion from over 1 billion 
additional accounts had 
been stolen in 2013, 
representing the largest 
data breach ever 
reported. Due to the 
breaches, Verizon 
negotiated $350M off the 
price of the deal. The SEC 
has announced an 
investigation of Yahoo! 
and closing of the 
transaction has been 
delayed from the first to 
the second quarter of 
2017. 

D U E  D I L I G E N C E  I N  A  D I G I T A L  W O R L D

In an ideal world, the risks and consequences of cyber breaches would be given as much weight in M&A 

decision-making as a target’s financial position, supply chain, customer base and fixed assets. 

Buying a company translates to buying data. And buying data means you are buying 
past, present, and future data security problems. The economic impact of a transaction 
can shift dramatically if, after the deal is consummated, past or ongoing data breaches 
come to light.
CYBERSECURITY AND THE M&A DUE DILIGENCE PROCESS—A 2016 NYSE GOVERNANCE SERVICES/VERACODE SURVEY REPORT

 

In the real world, due diligence practices obviously have not kept up with technology. 

“



transactions including mergers, acquisitions, asset 

purchases and other business combinations (M&A). 

Before deciding whether, and on what terms, to 

pursue a merger or acquisition, a potential acquir-

er must gather as much information as possible, 

subject to time and cost constraints, about all as-

pects of the target, its business, finances, history, 

customers and the like. This intelligence helps the 

acquirer make informed and effective decisions 

about whether to pursue the transaction, and if 

so, at what price and subject to what terms and 

conditions. 

D U E  D I L I G E N C E — 
S O U R C E  O F  K E Y  R I S K  I N F O R M AT I O N

The information gathered through the due diligence 

process typically falls into one of two categories: 

(1) SHARED

Information shared by the target with the po-

tential acquirer or discovered by the acquirer, 

independent of the target and 

(2) EXCLUDED

Information the target does not share, either 

because the target is unaware of the informa-

tion or because it elects not to share it. 

The acquirer’s legal counsel typically takes a key 

role in collecting and evaluating information about 

a potential acquisition target or merger part-

ner, including defining the relevant universe of 

information, determining how best to obtain that 

information and evaluating  it once in hand. When 

the information is beyond counsel’s expertise, 

counsel works with the acquirer to identify, retain 

and manage third-party advisors who have the 

requisite expertise. In short, directly or indirectly, 

acquirer’s counsel must make itself the eyes and 

ears of the acquirer. 

If that isn’t convincing 

enough, a July 2016 report 

from the business and 

technology consulting firm, 

West Monroe Partners, 

should give anyone pause. 

The firm surveyed top-level 

corporate executives and private equity partners 

about their companies’ cybersecurity due diligence 

practices in M&A transactions. Forty percent of 

respondents indicated they had discovered a 

problem—ranging from undisclosed data breaches 

to inadequate security frameworks and vulnerable 

cloud storage—after closing a transaction. 

What does this systemic due diligence failure 

mean? It means the acquirers not only lack the 

information regarding target and acquisition risk 

they need to make smart business decisions, but 

they don’t understand the nature , scope and po-

tential significance of that information or the value 

of seeking out that information through a detailed 

cybersecurity assessment when investigating a 

potential target. 

R I S K  A N A LY S I S  A N D  R I S K  M A N A G E M E N T —
F O U N D AT I O N  O F  M & A  D E C I S I O N - M A K I N G

Risk and risk management are fundamental 

and inescapable elements of major corporate 
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Businesses face ever-mounting threats from both 

inside and outside their organizations that can, and 

sooner or later likely will, result in data breaches. 

Such breaches can threaten customer, supplier 

and company data and undermine regulatory 

compliance, business and customer relationships, 

company reputation and, ultimately, company suc-

cess. Unlike threats in the pre-digital era, they can 

come from nameless, faceless actors who attack 

invisible infrastructure and systems in unknown, if 

not unknowable, ways. Threats can also come from 

internal actors in the form of sabotage perpetrat-

ed by disgruntled employees or from employees 

who unwittingly click on a link or email attachment 

that injects malware into the network. 

An acquirer that consummates an acquisition 

without complete information about the target’s 

cyber history and cyber health may have—

 ` Overvalued and, therefore, overpaid (per-

haps significantly) for the target;

 ` Left itself open to the financial liability, dis-

ruption, regulatory exposure, reputational 

damage and other fallout that inevitably fol-

lows a cyber incident; and

 ` Most importantly, deprived itself the 

opportunity to walk away from a trans-

action that, in hindsight, could be 

profoundly damaging to its business.  

Astute acquirers and their counsel demand a 

thorough third-party cybersecurity assessment as 

part of the due diligence process when evaluating 

a potential acquisition target. Knowing this infor-

mation up front could inform the acquirer’s actions 

throughout the transaction, from determining of-

fer price and negotiation strategy to accurately 

Until very recently, companies operated entirely in 

the “real” world of physical assets, paper records, 

etc. In that world, when it was time for due diligence, 

the lawyers knew just what to do, what to look for 

and where to look for it. The process involved gen-

erating a list of what needed to be examined—bank 

records, deeds, leases, contracts, licenses, physical 

plant and the like—tailored to the nature and size of 

the target’s business and then examining and eval-

uating those physical, knowable things. Unless there 

was fraud, shared information far outweighed ex-

cluded information, making for a straightforward 

due diligence process. 

Over the last quarter century, the nature of busi-

ness activity has been fundamentally transformed 

by the digitizing and sharing of information. Busi-

nesses have become increasingly interconnected 

and information and communication dependent, to 

the point that even the smallest enterprises must 

rely on information systems to conduct business. 

This transformation has been accompanied by 

vastly expanded reliance on digital files and re-

cords. This increased reliance on digital data has 

opened the door to massive risk and complexity. 



 ` Cyber Maturity Report – Reveals existing 

gaps, weaknesses and vulnerabilities in 

the target company. 

 ` Threat Report – Identifies bad actors, 

state-sponsored hackers, “hacktivists,” 

organized crime, commercial espionage 

experts, insider threats and more.

 ` Impact Report – Highlights the impact a 

successful data breach could inflict on the 

target and, by extension, the post-acqui-

sition enterprise.

The correlation of these reports yields the pro-

prietary CyberScore®—a three-digit cybersecurity 

score comparable to a FICO® score—that allows 

the acquirer’s due-diligence team to benchmark 

the target company’s cybersecurity capabilities. 

The Assured CyberScore® assists in determining 

whether a tailor-made solution that includes em-

bedded components, policy management, training, 

or a combination of these will be required to ad-

dress a target’s cybersecurity shortcomings. Having 

a high CyberScore® is not a guarantee of complete 

security, but a lower CyberScore® is much more 

likely to signal an increased likelihood of a breach. 

Using the CyberScore® as a guide, through 

TripleHelixSM, Assured delivers a roadmap of cyber-

security enhancement recommendations aimed at 

raising a company’s CyberScore® and significantly 

reducing an organization's cyber risk, liability and 

insurance costs. Having this information in hand 

in advance of an acquisition permits the acquir-

er to make significantly more informed decisions 

during the negotiation process and jump-start the 

post-closing integration process. 

estimating integration time and expense, and 

gaining a better understanding of the target’s in-

frastructure and operations. Certifications such as 

PCI compliance aren’t a substitute for a complete 

examination of a target company’s overall cyber-

security health (there are plenty of examples of 

cyber breaches in PCI-compliant companies, in-

cluding Target, the TJX Companies, etc.). 

C Y B E R S E C U R I T Y  A S S E S S M E N T S — 
K E Y  C O M P O N E N T  O F  K N O W I N G  Y O U R  
A C Q U I S I T I O N  R I S K S

If an acquirer considers a rock-solid cybersecurity 

posture to be a competitive differentiator, it needs 

to understand its target’s cybersecurity posture. 

Of course, exposure of vulnerabilities, weaknesses 

and gaps is necessary, but not sufficient. To be 

truly valuable on a post-closing basis, the results of 

a cybersecurity evaluation must be accompanied 

by a well-thought-out plan for proper remediation.  

Results from a comprehensive cybersecurity as-

sessment also will provide a wealth of information 

to assist in the post-closing integration of the tar-

get’s business and cybersecurity operations.  

Assured’s TripleHelixSM assessment delivers a suite 

of state-of-the-art cyber-

security services. Assured’s 

proprietary approach en-

ables their team to thoroughly 

understand a company’s 

security profile and provide a 

comprehensive roadmap for 

improving its security posture. 

With TripleHelixSM, an ac-

quiring company obtains the 

following standard reports for 

acquisition targets: 



V A L U A B L E  C Y B E R S E C U R I T Y  I N F O R M AT I O N —
C O N T R I B U T E S  T O  S O U N D  D E C I S I O N S

Information generated by Assured’s TripleHelixSM 

and AssuredScanDKV® will provide valuable insight 

to assist an acquirer in:

 ` Deciding whether to continue or abandon a 

proposed acquisition;

 ` Correctly pricing the transaction by factoring 

in cyber-related matters including the costs 

to fix existing problems and potential liabilities 

for past ones;

 ` Setting contingency reserves at an appropri-

ate level; 

 ` Planning for and pricing necessary “fixes,” as 

well as interim measures needed to protect 

the acquirer from being “infected” by target 

issues; and

 ` Intelligently evaluating the need for and prop-

er cost of deal insurance to cover possible 

cyber liabilities. 

The information generated through a comprehen-

sive, Assured cybersecurity assessment will also 

assist attorneys in crafting effective and appropri-

ate deal provisions, including representations and 

warranties and closing conditions that precisely 

address the issues identified by the TripleHelixSM 

and AssuredScanDKV®.

S O F T W A R E  V U L N E R A B I L I T I E S — 
I D E N T I F Y  A N D  R E M E D I AT E  B E F O R E  
A C Q U I S I T I O N

As part of the TripleHelixSM assessment, an acquir-

ing company can include a run of 

AssuredScanDKV®, Assured’s deep scanning tool.  

AssuredScanDKV® identifies cybersecurity vulner-

abilities hidden within a potential target’s software 

applications. This information, which is not part of 

the typical due diligence process, contributes to a 

full and thorough assessment of a potential tar-

get’s cyber health. 

AssuredScanDKV® searches binary executable 

files, libraries and DLLs throughout the target’s en-

terprise network, detecting all known vulnerabilities 

residing in the software. The AssuredScanDKV® 

output report provides a prioritized list of the 

identified vulnerabilities, along with the remedia-

tion pathway for each. An AssuredScanDKV® scan 

conducted as part of the due diligence process 

will illuminate the previously dark and inaccessible 

corners of the target’s cybersecurity infrastructure 

and provide the acquirer with inputs necessary for 

sound business decisions. 

Given that known vulnerabilities are at the root of 

80% of all cyber intrusions, identifying and remedi-

ating these vulnerabilities in a target company is of 

critical importance to an acquirer. 

NTT Global Threat Report (2015) 76%

Software Engineering Institute (2015) 90%

97%

Verizon Data Breach Investigations Report (2015) 99.9%

Strategic Security Survey (2015)

             Attacks against known software vulnerabilities
             Other Attacks 



To learn more about how Assured Enterprises can help you make smarter and 
safer M&A decisions, please contact us at info@assured.enterprises or schedule a 
demo: www.assured.enterprises/demos/revolution/

A U S T I N ,  T X  /  N AT I O N A L  C A P I T A L  R E G I O N

+1.202.215.4320

info@assured.enterprises

www.assured.enterprises

A D D I T I O N A L  S E R V I C E S

 ` Emerging Technology Evaluation

 ` Cyber Policy and Procedure Creation

 ` Employee Training and Cybersecurity  

Awareness Materials

 ` Non-Cyber Hardware and Software 

Deployment

 ` Incident Response and Remediation Plan

 ` Cybersecurity Training

 ` Continuing Penetration Testing

 ` Enhanced Monitoring

 ` Emergency On-call Incident Response Team

 ` Cyber Forensics

 ` Cyber Consulting

 ` Staff Augmentation

 ` Cyber Component Integration

 ` Cyber Due Diligence on Acquisitions

 ` New Client Cybersecurity Review

 ` Consultation on Trust Level Management
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