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Way back in 2012, the European Union (EU) began to think about, and discuss updating and replacing its then-existing, and even-then out-of-date Data Protection Directive 95/46/EC, regulating the
collection and use of personal data within the EU. Four years later, the EU announced the General
Data Protection Regulation (GDPR)1, a state-of-the-art, comprehensive regulation enforceable
across (and, as discussed below, beyond) the EU, designed, among other things, to enhance individuals’ control over their own personal data, make data privacy requirements consistent across the EU
and put in place sanctions for noncompliance sufficiently draconian to ensure substantial compliance.
The GDPR became effective in May 2016 and will become enforceable in May 2018, six years and
countless data breaches after the regulatory modernization effort first was announced.
PURPOSE
The purpose of the GDPR is to protect the personal data of EU citizens (Data Subjects), including how
that data is collected, stored, processed/used, and destroyed once it has been used for its intended
purpose. The GDPR seeks to accomplish this by granting a number of new rights (including the right to
consent to collection and use of personal data and the “right to be forgotten”) to individuals regarding
the use, storage, movement and sharing of their personal information, and imposing a number of new
obligations (including timely reporting of personal data breaches, implementation of remediation measures, appointment of a Data Protection Officer in most cases and carrying out Data Protection Impact

Assessments before processing data in specified
situations) in support of those rights, backed up
by significant fines, on organizations that handle
personal data.

R E S P O N S I B L E PA RT I E S A N D
W H AT T H E Y ’ R E R E S P O N S I B L E
FOR
Companies subject to the GDPR fall into one
of two categories—Data Controller or Data

I N F O R M AT I O N A L F O O T P R I N T

Processor (although on entity can fall into both

The universe of personal data covered by

categories)—with the nature and scope of

the GDPR is vast—ranging from basic identity

responsibility under the GDPR dependent upon

information such as name, address and social

the category into which the entity falls.

security, driver’s license and other ID numbers

Data Controller

to unique online identifiers, such as IP addresses

Data Controllers determine the purposes for

and cookie data and unique biometric data, such

which, and the way in which, personal data is

as fingerprints and retina scans and genetic data.

processed. In plain(er) English, this means that if

GEOGRAPHIC FOOTPRINT

your business processes personal data of Data
Subjects for its own business purposes—not just

While the GDPR is

as a service provider acting on behalf of another

a creature of the

business—then it is a Data Controller. Data

European Union, its

Controllers generally are responsible for ensuring

application is by no

that any processing activities are performed in

means limited to EU

compliance with the GDPR. They have specific

member nations, or

responsibility for:

even to Europe as a
whole. Because the
purpose of the GDPR is to protect the personal
information of all EU citizens, its reach extends
to any organization, regardless of location, that
processes personal data about EU residents
regarding (1) the offer of goods or services in the
EU or (2) the monitoring of behavior in the EU.

``Carrying out Data Protection Impact Assessments (DPIAs) prior to processing when
the type of processing is “likely to result in a
high risk to the rights and freedoms of natural persons” and implementing appropriate
technical safeguards.
``Assuring the protection of Data Subjects’

This means that even if your company is orga-

rights, such as erasure, reporting and notice

nized in the US and has no operations or other

requirements, and maintaining records of

physical presence in the EU, if it uses, processes,

processing activities.

shares, stores or otherwise handles or touches
the data of EU citizens it must comply with the
GDPR.2 The possibilities are nearly endless—A
US hospital treating a tourist from the EU will be
covered. A company with an employee who is
a dual US-EU citizen will be covered. A financial
institution or law firm with an EU client will be
covered.

``Engaging only Data Processors that provide

organisational measures” to ensure compliance,

“sufficient guarantees to implement

and to be able to demonstrate the measures

appropriate technical and organizational

that they have in place.

measures” to meet the GDPR’s requirements and protect Data Subjects’ rights.
``Duties related to data breaches, including

Data Processor
Data Processors process personal data on
behalf of one or more Data Controllers. In other

(a) notifying the supervisory authority within

words, when a Data Controller outsources the

72 hours of becoming aware of the breach;

actual data processing function, the entity that

(b) providing a “reasoned justification” for

processes the data on the Data Controller’s

a delay in notification beyond 72 hours;

behalf a is Data Processor. Data Processors are

and (c) documenting breaches, including

primarily responsible to their Data Controllers

the facts and nature of the breach and

(with whom they must have contracts that

all remedial actions taken. NOTE: The

comply with GDPR requirements) for GDPR

New York State Department of Financial

compliance. The Data Processors’ obligations

Services (NYS DFS) has imposed the

include to:

same notification requirement under its
new Cybersecurity Regulations. See twopage insert here: https://www.assured.
enterprises/nys-dfs/
``Determining if a data breach “is likely
to result in a high risk to the rights and
freedoms of individuals,” and, if so, informing
the affected Data Subjects of the breach
“without undue delay.”
Overall, Data Controllers are required both
to “implement appropriate technical and

``Process data only as instructed by the Data
Controller.
``Use appropriate technical and organizational measures to comply with the GDPR.
``Delete or return data to the Data Controller
once processing is complete.
``Maintain records of all categories of personal data processing carried out on behalf
of the Data Controller.
``Notify the Data Controller without “undue
delay” in the event of a personal data
breach.
Data Protection Officer
Subject to certain exceptions, both Data Control-

NOTE: The NYS DFS Cybersecurity regulations
require the appointment of a Chief Information
Security Officer (CISO) or Virtual CISO to carry
out similar duties.
The GDPR grants DPOs numerous rights to
ensure that they can carry out their duties effectively and without interference. These include the
right to:
``Require company resources to fulfill their
job functions.
``Access to the company’s data processing
personnel and operations.
``Significant independence in the perfor-

lers and Data Processors must designate a Data

mance of their roles, together with a direct

Protection Officer (DPO).3

reporting line “to the highest management

The GDPR requires that all DPOs have “expert
knowledge of data protection law and practices”
appropriate to “the data processing operations

level” of the company.
``Protection from dismissal or penalty for
performance of their tasks.

carried out and the protection required for the
personal data processed by the controller or the
processor.” A DPO’s obligations include:
``Informing and advising the Data Controller
or Data Processor and its employees of
their obligations to comply with the GDPR
and other data protection laws.
``Monitoring compliance with the GDPR and
other data protection laws.
``Advising with regard to DPIAs.
``Interfacing with the Data Controller’s or

DPO functions may be performed either by

Data Processor’s designated supervisory

an employee of the Data Controller or Data

authority.

Processor or by a third-party service provider.

``Being available for inquiries from data
subjects on GDPR-related issues.

This means that Data Controllers and Data
Processors may outsource the DPO function to
an outside consultant, law firm, etc. In addition,
a company with multiple subsidiaries may designate a single (internal or external) DPO.

P E N A LT I E S

Data Subjects also may ask non-profit public

Administrative Remedies

interest organizations to bring an action on

The GDPR provides for financial penalties that

their behalf, and such organizations may bring

are “effective, proportionate and dissuasive.”

an action independently where permitted by

There are two tiers of maximum fines, depending

the laws of the relevant EU member state. In

on the nature and gravity of the violation and

addition, to ensure “an effective judicial remedy,”

whether or not it is a “first offense.” The higher

a Data Subject may bring suit against super-

fine threshold is €20 million (roughly $24 million

visory authorities in their Member State when

at today’s exchange rate) or 4% of the total

the authorities do not “deal with a complaint” or

worldwide annual turnover (net revenues) of the

timely inform a Data Subject of the complaint’s

guilty company for the preceding fiscal year. The

progress or outcome.

lower fine threshold triggers a fine of “only” the
higher of €10 million or 2% of annual turnover.4

W H E R E U S C O M PA N I E S S TA N D
The GDPR is a massive compendium of rules,
consisting of 11 chapters and 99 articles, and
covering a veritable soup to nuts rulebook for
personal data handing and security. At the time
of its enactment, it presented what looked to
many like a nearly insurmountable challenge,
technologically, financially, logistically and in any
and every other way. Now, with enforcement
only a little more than half a year off, surveys
show that many US companies still may not be
making serious moves toward GDPR compliance.

Private Rights of Action
The GDPR also grants Data Subjects a private,
judicial right of action for monetary damages
from Data Controllers who violate their rights
and from Data Processors in the event they
are responsible for a data breach, violate their
obligations under the GDPR or act without a Data
Controller’s lawful instruction. Such actions may

A survey of 550 IT security and compliance
professionals by conducted in June 2017—just
one year before compliance becomes mandatory—found that only 9% of responding companies
considered themselves prepared for the GDPR,
with 32% acknowledging that, as of that time,
their organizations had no plan in place to get to
timely compliance.5

be brought in the EU member state in which the

THE ROAD TO COMPLIANCE

Data Subject resides or in any EU member state

Many US companies are at a crossroads—

in which the Data Controller or Data Processor
has an establishment. These private suits are
separate from, independent of and in addition
to any administrative action of a supervisory
authority.

needing to complete the seeming marathon of
coming into compliance with the GDPR, but with
only time for a sprint between now and the May
2018 compliance deadline. And with the costs of
noncompliance so high, dropping out of the race

is really not an option. So, what’s a company to

from, why was it collected, what has been

do?

done with it and with whom is it shared?

Assured Enterprises’ TripleHelixSM framework will
not only pave the way to timely initial compliance,
but also will provide a roadmap to ongoing GDPR
compliance and enhanced overall cybersecurity

``The nature and extent of existing policies
and procedures—Do they adequately cover
all rights EU citizens have and all protections
to which they are entitled, under the GDPR?

now and in the future.

And can the company fully comply with

Once you’ve concluded that your company must

regarding detection, reporting and investi-

comply with the GDPR and determined whether
it is a Data Controller, a Data Processor or both,
the next milestone on the road to compliance
is conducting an assessment of where the
enterprise stands and where you need to go to
comply with applicable GDPR requirements. That
assessment should include:
``What personal data the company holds
concerning EU citizens—Where did it come

other GRPR requirements, including those
gation of personal data breaches?
``Risk assessment—What are the risks of current data handling and storage practices,
what risk mitigation measures are in place
and what additional measures need to be
taken to come into GDPR compliance?
While the immediate goal is compliance with
the requirements of the GDPR, considering the
ever-increasing focus on and potential liability for

cybersecurity failures, the smart route is to use this assessment as a diagnostic to gain a comprehensive
understanding of the state of your company’s cybersecurity including current weaknesses, threats and
the likely impacts of a breach, and to plot a course to enhanced cybersecurity.

T R I P L E H E L I X SM—T H E W AY T O G E T
THERE

where compliance is sufficient and where im-

What It Is and How It Works

the journey, it will confirm that you have reached

The TripleHelix

your goal and achieved GDPR compliance.

SM

assessment system, the world’s

most comprehensive cyber risk assessment
system, can address all of your cybersecurity
evaluative needs—both under the GDPR and
beyond—quickly, thoroughly and comprehensively.

provements are required. Prepared at the end of

Universal Application
While GDPR compliance is the immediate goal,
the utility of a TripleHelixSM assessment goes far
beyond, delivering a comprehensive cyberse-

The TripleHelixSM process starts with the capture

curity readiness assessment and enhancement

thousands of data points using its superset

blueprint for your enterprise. Besides the GDPR

of more than 20 cybersecurity regulatory

Regulatory Compliance Report, TripleHelixSM

compliance questionnaires. TripleHelixSM then

provides:

processes those inputs to identify and evaluate
your company’s:
``Cyber Maturity–Existing gaps, weaknesses,

``Global Cybersecurity Roadmap: An itemized, prioritized set of recommendations
for improvement of your company’s overall

and vulnerabilities in the cybersecurity

cybersecurity posture, based on the eval-

environment.

uation of your company’s cyber maturity,

``Threats–The bad actors that threaten your
organization, including state-sponsored

threats and impacts.
``CyberScore®: A proprietary, three-digit cy-

adversaries, “hacktivists,” organized crime,

bersecurity score, much like a FICO® score,

commercial spies and insider threats.

that distills the comprehensive TripleHelixSM

``Impacts–The impacts of potential cyber

analysis into one easy-to-understand num-

breaches from the vantage point of data,

ber, permitting consistent benchmarking

reputation and monetary loss, theft of

and evaluation of cybersecurity readiness.

intellectual property, legal ramifications and

This is based on hard, actuarially sound

other factors.

mathematics derived from the granular

And, because of its state-of-the-art design,
TripleHelixSM is capable of measuring, not only
technical risks, but also risks resulting from policy

detail of the TripleHelixSM assessment, not
vague “predictive analytics”, hocus pocus or
guesswork.

and procedural gaps—precisely the sort of
evaluation at the heart of GDPR compliance.
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``Regulatory Compliance Dossier: Because the initial TripleHelixSM assessment is global in nature and
not limited to the narrow goal of GDRP compliance, it permits creation and delivery of not only the
GDPR Regulatory Compliance Dossier, but also a separate Compliance Report for virtually any
other compliance standard (e.g., HIPAA, PCI, FFIEC, FISMA, SEC, NYS DFS, NIST, ISO, . . .), making
TripleHelixSM a one-stop, cost-effective comprehensive assessment for all of your organization’s
compliance needs.

TYPES OF REPORTS

SOME OF THE REPORTS TRIPLEHELIXSM CAN PROVIDE

Best Practices

COBIT® 5

HITRUST CF

PCI

Certifications

DIACAP DIARMF

ISO 27001/02

PIA

Compliance

FAIR

MiFID

SEC

Guidelines

FDA – 21 CFR Part 11

NASA OIG

SOX

Industry Standards

FERPA

NCUA – 12CFR Part 748

Legal Requirements

FFIEC

NIST

Political Requirements

FISMA

NIST CSF

Recommended
Requirements

GLBA

NYS-DFS Cybersecurity
Report

HIPAA

ENDNOTES
http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679#d1e6226-1-1.

1

If your organization employs fewer than 250 persons, it may not be required to comply with the GDPR. However, this exception is subject
to a number of caveats. (The relevant provision reads in part, that the exception applies “unless the processing [the organization] carries
out is likely to result in a high risk for the rights and freedoms of data subject such as . . . discrimination, identity theft or fraud, unauthorized
reversal of pseudonymisation, financial loss, damage to the reputation, loss of confidentiality of data protected by professional secrecy
or any other economic or social disadvantage for the data subjects, taking into account the nature, scope, context and purposes of the
processing.” So, while at first it may look like your organization may be exempt, in actuality it is far more likely than not that it will be required
to comply with GDPR.
2

DPOs must be appointed for all public authorities, and where the core activities of the Data Controller or Data Processor involve “regular
and systematic monitoring of data subjects on a large scale” or where the entity conducts large-scale processing of “special categories of
personal data” (data relating to racial or ethnic origin, political opinions, religious or philosophical beliefs, and the like).
3

In setting penalties, Data Protection Authorities are expected to weigh mitigating factors such (a) adherence to a code of conduct or
certification mechanism; (b) minimizing the use of sensitive categories of data; and (c) employing appropriate technical and organizational
safeguards. (Aggravating factors—for example failing to mitigate or taking actions opposed to mitigating factor—are also to be considered.)
Additional mitigation also is possible, even in the event of noncompliance, as Data Controllers and Processors may limit fines by (x)
mitigating “the damaging nature, gravity and duration of the violation;” (y) reporting the violation as soon as possible; and (z) cooperating
with the supervisory authority.
4

Data Protection Risks & Regulations in the Global Economy, Ponemon Institute LLC (Sponsored by Experian® Data Breach Resolution), June
2017
5

Assured Enterprises provides comprehensive cyber risk identification,
management and mitigation across
all platforms.

To learn more about GDPR, TripleHelixSM and Assured
Enterprises comprehensive line of cybersecurity products
and services, please contact us at:
www.assured.enterprises/GDPR
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