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Capabilities Document
Cryptocurrency Exchanges are a primary target of global hacking groups.

The Assured Enterprises Team
Assured Enterprises (“Assured”) is a blue-chip team of sophisticated problem solvers in the field of 
cybersecurity. Our team includes senior engineers, officers and leadership who have served in the 
highest levels of government in the US and UK, in academia and in business and law. Our engineers 
have served on the front lines of strategic and tactical security problem-solving and troubleshooting 
for governments and Fortune 500 companies.

Educated at major US and international universities, including but not limited to: MIT, Harvard, Yale, 
Stanford, The London School of Economics, Georgia Tech, LSU, UCLA and the University of Michigan, 
the Assured Team combines academic rigor with practical problem solving in a unique way. This way, 
The Assured Way, informs The Solution presented below.

The Problem

As the value of cryptocurrencies increases and as the markets diversify, the cybersecurity risk of 
cryptocurrency exchanges also increases exponentially. Recent history has proven that cryptocurrency 
exchanges are now a primary target for hacker groups, including nation-states. The cryptocurrency 
exchange industry has suffered from cyber-attacks ranging from DDOS attacks, hacks, breaches, 
clone sites, man-in-the-middle attacks, to other malicious activities. Cyber breaches against Mt. Gox, 
Yapain, Bitfinex, and Coincheck exchanges illustrate both the innovativeness of cyber adversaries as 
well as the need for a comprehensive end-to-end cybersecurity system for cryptocurrency exchanges.



A successful cryptocurrency exchange must demonstrate that its systems and clients are protected 
by the most mature cybersecurity protection systems, which promote user-friendly and efficient 
exchange processing and operations. A cybersecurity breach can literally drive a cryptocurrency 
exchange to bankruptcy. In the future, the most successful cryptocurrency exchanges will view cyber-
security as a profit center, distinguishing their customer care in the marketplace, and not as a cost 
center necessary evil.

What questions do cryptocurrency exchanges face?

 �What is the current maturity level of my cybersecurity 
protection system? TripleHelixSM

 �What is the most cost-effective way to secure the ex-
change, its transactions, and its clients? TripleHelixSM

 �How much cybersecurity is enough? CyberScore®

 �How will future governmental regulations impact ex-
change operations and cybersecurity requirements? 
Assured Consultancies and TripleHelixSM

 � Do the cybersecurity protection capabilities needed to secure 
a cryptocurrency exchange currently exist? Assured can define and 
invent solutions.
 �Where do I find a cybersecurity partner that can provide comprehensive end-to-end cyber-
security ecosystem to protect the exchange and its clients? Assured has proven itself to be a 
provider of innovative goods and services to preeminent clients.

Assured can address these questions with existing, proven solutions as noted in the parentheticals, 
and provide a cryptocurrency exchange with a comprehensive end-to-end cybersecurity protection 
system and personnel for the entire lifecycle of the cybersecurity ecosystem.

The Solution
The Assured Way is based on a clearly defined mindset: 
challenging conventional wisdom, shifting paradigms to 
see new solutions and inventing new combinations and 
approaches to security are in our life blood. This holistic 
approach to cybersecurity protection for an entire eco-
system is one of our competitive advantages which will 
protect cryptocurrency exchanges from the onslaught 
of threats posed by cyber adversaries. 

To raise a child, it may take a village. To protect an 
ecosystem in the cyberwar raging today, it takes a 
Ninja team-- flexible, nimble, creative and able to think 
deeply.



Nothing illustrates The Assured Way more clearly than Assured’s unique Defense-in-Depth Cyberse-
curity Ecosystem (“DDEC”). With confidence, DDEC is the most effective method to mitigate crypto-
currency exchange cybersecurity risk.

As illustrated in the graphic below, a comprehensive defense-in-depth contains two major compo-
nents. First--Cybersecurity policies, guidance, enforcement, training and regulatory compliance as well 
as other activities (identified in green); Second--The systems and personnel needed to develop the 
end-to-end cyber protection systems (identified in blue).

It is necessary to develop a cost-effective defense- in-depth cybersecurity protection system that will 
protect the systems, clients, transactions and data from the cyber threats confronted by cryptocur-
rency exchanges. One cybersecurity device, technique, or capability does not fit all.

Exchanges need a cybersecurity partner capable of:

1. Understanding and quantifying the cybersecurity risk profile of the exchange.

2. Developing a cost-effective defense-in-depth cybersecurity protection ecosystem that mitigate 
the exchange’s specific cyber risk profile.
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3. Serving as a “Trusted” honest broker of the cyber industries’ best in breed protection capabilities.

4. Adapting to the dynamic cyber threat environment.

5.  Invent new solutions to measure, manage and mitigate risk.

Assured’s Approach

We recognize that some of the cybersecurity protection measures needed to address the exchange’s 
cyber risk level and evolving regulatory environment may not exist yet. Foreseeing this, The Assured 
Way forces us to ask the question: What does the best security solution entail? As we answer this 
question in different contexts for various clients, Assured invents solutions.

In fact, if you refer to the defense-in-depth graphic in the previous column, the items in yellow text 
represent Assured’s unique capabilities, invented, developed or in final development. Nonetheless, 
because Assured’s primary goal is to serve as our client’s trusted cybersecurity partner, we will always 
recommend the appropriate device or solution, whether made by Assured or a competitor. Our goal is 
the client’s security.

Assured’s Innovations
Here are just some of our groundbreaking inventions.

TripleHelixSM

TripleHelixSM is a comprehensive cybersecurity risk evaluation system that analyzes 
the client’s:

 � Cyber Maturity–identify the exchange’s existing cyber gaps, weaknesses, and 
vulnerabilities.

 � Cyber Threats–identify the bad actors that pose the threats relative to the 
exchange

 � Breach Impacts–evaluate the impact of potential cyber breaches on the 
exchange

 
 With TripleHelixSM the exchange receives a clear picture of its current cybersecurity 
posture, and a cost-effective comprehensive roadmap for improving it.

CyberScore® 
Provides an easy way to manage cyber risk metrics, and to measure the value of cybersecurity en-
hancement projects. The CyberScore® uses the results of our TripleHelixSM assessment to create a 



three-digit cybersecurity risk score similar to a FICO® score, allowing the management team to bench-
mark and evaluate security readiness.

DECENT™ 

A patent-pending key management system that uses blockchain technology to ensure that encrypted 
information is accessible even if a key is lost or corrupted. The system uses Shamir threshold secret 
sharing and on-chain message passing to implement lost key recovery system and does not impact 
the integrity of the encryption algorithm. Decent™ has two major relevant aspects for a cryptocurrency 
exchange:

1. The DECENTTM system allows for the recovery of an exchange Client’s key, thereby ensuring that 
the Client retains access to their account, without the exchange’s need to know the Client’s origi-
nal key nor to compromise the encryption process. The exchange accesses a third key created by 
the Shamir threshold secret sharing process and secured within a blockchain structure.



2. By developing this unique blockchain Shamir threshold secret sharing system, we have experi-
ence in actual blockchain development and because of cryptocurrency’s reliance on blockchains, 
we have a sophisticated understanding of cryptocurrency architectures, techniques, methodolo-
gies and functionality. As an example, we understand the architecture of most top market capi-
talization cryptocurrencies; we are proficient in most common crypto libraries; and familiar with 
hardware cold wallet implementation and integration, chain splitting and the required strategies 
to separate the new currencies into new wallets (both air-dropped and UTXO-duplicated), ERC-
20 token generation, and atomic swaps as implemented in Decred and Komodo.

These capabilities are essential in developing new and innovative blockchain technologies needed by 
cryptocurrency exchanges to meet future cyber challenges.

AssuredScanDKV® 

A patent-pending software scanner that iden-
tifies vulnerabilities that are exploited by 80%+ 
of all successful cyber-attacks. The scan iden-
tifies known vulnerabilities within software by 
conducting a binary scan of all executables and 
libraries, independent of source code access.

AssuredSeven+™ 
Assured’s cybersecurity architecture that dra-
matically increases cybersecurity by implement-
ing seven independent non-signature or rule-
based capabilities designed to prevent a hacker 
from accessing an IT System.

AssuredSeven+™’s architecture was built from 
the ground-up to defeat hackers by denying them 
access to the methods and techniques they use 
to attack and breach information systems. By 
focusing on denying hackers access to their “Cy-
ber Breach Workflow”, we remove the tools from 
the proverbial “Hacker’s Tool Box” and eliminate 
whole groups of attackers and attack vectors.
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